
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Threat assessment 

The cyber threat 
against the Danish 
aviation sector 

 

4th edition September 2022 



 

2 

 

 

Table of contents 

The cyber threat against the Danish aviation sector ................................................ 3 

Key assessment ................................................................................................. 3 

Introduction ....................................................................................................... 5 

Cyber crime ....................................................................................................... 6 

Cyber criminals use ransomware for extortion ..................................................... 6 

Cyber criminals steal credit card information and reward points ............................. 7 

’BEC scams’ pose a threat to the aviation sector .................................................. 7 

The aviation sector is vulnerable to potential insider threats .................................. 8 

Cyber espionage ................................................................................................. 9 

Cyber activism ................................................................................................. 10 

DDoS attacks ................................................................................................ 11 

Destructive cyber attacks .................................................................................. 12 

Cyber terrorism ................................................................................................ 13 

Threat levels .................................................................................................... 14 

Additional relevant publications .......................................................................... 15 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Kastellet 30 

2100 København Ø 

Phone number: + 45 3332 5580 

Email: cfcs@cfcs.dk 

 

4th edition September 2022 

 



Centre for Cyber Security (CFCS) raises the threat level for 
cyber activism to HIGH for the Danish transport sector.  
 
CFCS is raising the threat level for cyber activism against the Danish transport sector from 
MEDIUM to HIGH. This implies that organizations within the sector are likely to become 
targets of cyber activism within the next two years.  
  
CFCS raised the overall threat level for cyber activism against Denmark on January 31st 2023. 
CFCS assesses that this increased threat from cyber activism also applies to the Danish 
transport sector.  
 
CFCS raised the threat level based on a combination of the pro-Russian cyber activists’ 
significant level of activity against NATO member states, including Denmark, and their more 
formalized modus operandi and increased capacity.  
 
The threat assessment’s core text is not updated, and the section on cyber activism does not 
reflect the current threat level.  
 
For additional information on why the threat level from cyber activism is raised as well as how 
the threat manifests itself, please refer to the threat assesment “The CFCS raises the threat 
level of cyber activism against Denmark from MEDIUM to HIGH” published on January 31st 
2023.  
 
The threat assessment is available on www.cfcs.dk/en     
 
     

http://www.cfcs.dk/en
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The cyber threat against the Danish 

aviation sector 

The purpose of this threat assessment is to provide an outline of the cyber threat 

to the Danish aviation sector. The assessment can form part of the sector’s risk 

assessment efforts. Target audiences of the threat assessment are executives and 

IT staff working in Danish air traffic control and aviation authorities, airports, 

airline companies, and sub-suppliers to aircraft manufacturers.   

 

The threat assessment was first updated in June 2020 with changes to the 

chapter on cyber terrorism following a raising of the threat level in the annual 

national threat assessment the ”Cyber threat against Denmark” published in 

2020, and the addition of a threat level to the chapter on destructive cyber 

attacks. No other changes were made to the June 2020 edition.   

 

The threat assessment was re-updated in September 2021 with adjustments to 

the chapter on cyber espionage. The threat level of cyber espionage was raised to  

VERY HIGH. No other changes were made to the September 2021 edition.  

 

The updates to the present threat assessment were made in June 2022 with 

adjustments to the chapter on cyber activism in consequence of the raising of the 

cyber activism threat level as outlined in the CFCS assessment ”The CFCS raises 

the threat level of cyber activism against Denmark from LOW to MEDIUM” 

published on 18 May 2022.. No other changes have been made to the present 

edition. 

 

 

Key assessment 

 The threat from cyber crime against the Danish aviation sector is VERY HIGH, 

reflecting the general cyber threat level against Denmark. As a result, private 

companies and public authorities in the Danish aviation sector will highly likely 

become targets of cyber crime attempts.  

 

 The threat from cyber espionage against the Danish aviation sector is VERY 

HIGH, meaning that private companies or public authorities in the Danish aviation 

sector are highly likely to become targets of cyber espionage attempts. 

 

 The threat from cyber activism has been raised from LOW to MEDIUM. The CFCS 

has raised the threat level due to activist cyber attacks against European NATO 

countries triggered by the war in Ukraine. It is possible that pro-Russian hackers in 

particular will be focusing their efforts on targets in Denmark, including in the 

aviation sector.   
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 The threat from destructive cyber attacks against the Danish aviation sector is 

LOW. However, the Danish aviation sector may be affected by destructive cyber 

attacks abroad. 

 

 The threat from cyber terrorism against the Danish aviation sector is NONE.  

  



 

5 

Introduction 

This threat assessment outlines the cyber threat against the Danish aviation sector. 

Thus, the assessment analyses the threat against Danish air traffic control and aviation 

authorities, airports, airlines as well as subcontractors to aircraft manufacturers. 

 

This assessment is based on analyses of international examples of cyber attacks 

against airports, airlines, subcontractors and public authorities, which are then 

compared to Danish conditions and knowledge of threat actors’ cyber capabilities and 

intent. The assessment has been prepared in cooperation with organizations in the 

aviation sector. The Centre for Cyber Security (CFCS) still has limited knowledge about 

concrete attacks against the Danish aviation sector. 

 

This threat assessment describes the current threat landscape in the short term, 

corresponding to a warning horizon of 0-2 years. As cyber threats are dynamic in 

nature, the threat landscape may change without warning. This applies both in general 

and to the aviation sector in particular. Threat and probability level definitions are 

listed at the end of the assessment. 

 

The greatest threat to the aviation sector is cyber crime, including, in particular, 

ransomware. While any organization is a potential ransomware target, international 

incidents point to aircraft manufacturers and airports, in particular, as being the most 

targeted in ransomware attacks. Criminal actors also target airline customer services 

in order to sell credit card information or reward points. 

 

Finally, the threat of cyber espionage is assessed as VERY HIGH.  
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Cyber crime 

The threat from cyber crime against the Danish aviation sector is VERY HIGH. The 

threat emanates from financially motivated criminal individuals and networks.  

 

Malicious actors will look to exploit vulnerabilities in any organization, if financial gain 

is a possibility.  

 

Some cyber criminal networks target large organizations because of the possibility of 

big pay-outs – a tactic known as ’big game hunting’. Thus, large airports, airlines and 

subcontractors are of particular interest to these cyber criminal networks.  

 

Cyber criminals use ransomware for extortion 

Many cyber criminals use so-called ransomware. Ransomware attacks are when a 

victim’s computer or data is held hostage, i.e. encrypted, rendering the data or 

systems unavailable to the victim. The actor behind the attack demands a ransom, 

typically in the form of crypto currency such as Bitcoin, in exchange for restoring the 

victim’s access to the data. Usually, the actor behind the attack will install malware on 

the victim’s computer by using phishing emails. Most ransomware attacks are 

successful because the victim is tricked into clicking on a link or opening an attached 

file in an email, but ransomware attacks may also occur via exploitation of weak 

remote access controls or known vulnerabilities in Internet-facing systems. 

 

There are many types of ransomware. For instance, criminal hackers conducting 

targeted ransomware attacks actively pursue administrative networks in specific 

companies and public authorities.  

 

Ransomware attacks may have serious consequences. For instance, a ransomware 

attack against Cleveland Hopkins International Airport in April 2019 caused disruptions 

and disabled flight and information boards, baggage handling and the airport’s internal 

email systems.  

 

Several types of ransomware exploit vulnerabilities that have long been patched by 

software upgrades. The WannaCry ransomware, for instance, exploits a vulnerability, 

which was patched by a security update in March 2017. Nevertheless, more than 

300,000 computers were infected when the global WannaCry attack hit in May 2017. 

In March 2018, Boeing was infected with WannaCry, indicating that WannaCry 

continues to pose a threat to systems that have not been updated. 
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The WannaCry ransomware began to spread to computers worldwide in May 

2017. By using WannaCry, cyber criminals were able to encrypt victims’ files 

automatically, delete the original files and demand a ransom to decrypt the files 

again.  

 

At the same time, the ransomware installed a backdoor on the victim’s machine, 

allowing the attacker to introduce additional malware. WannaCry was able to 

spread across local networks and the Internet through a vulnerability in the 

Server Message Block, version 1 (SMBv1). 

 

Cyber criminals steal credit card information and reward points 

Cyber criminals are also interested in personal data that can be sold, in particular, 

credit card information and frequent flyer miles. CFCS also knows of instances where 

stolen air miles have been traded online as a form of currency.  

 

From August to September 2018, British Airways was the target of a cyber attack that 

involved unauthorized access to passenger names and emails. The cyber criminals also 

gained access to passenger credit card numbers along with expiration dates and card 

verification codes (CVV numbers) once they were entered on the website. British 

Airways assesses that up to 380,000 customers were affected by the attack. In the 

wake of the attack, British Airways was ordered to pay a fine of DKK 1.5 billion for 

breaching the EU’s General Data Protection Regulation. In the fall of 2020 the fine was 

reduced to 173 million DKK. 

 

Criminal actors often try to compromise or exploit suppliers in an attempt to gain 

access to larger targets, including suppliers in the aviation sector. This type of attack 

is known as a supply chain attack. 

 

A specific type of supply chain attack is conducted through subcontractors that supply 

software. This type of attack is known as software supply chain attack. By targeting 

software suppliers, the attacker is subsequently able to compromise one or several of 

the companies using software from the supplier. The attacker may compromise the 

users of the software by delivering malware through software updates. 

 

’BEC scams’ pose a threat to the aviation sector 

CFCS has noted incidents of BEC scam attempts against organizations in the Danish 

aviation sector. 

 

BEC scams, also known as CEO fraud, are attempts to trick companies and 

organizations into wiring funds through false wire transfer requests. Instead of sending 

emails to a large group of random employees in a company, the hackers conduct 

thorough research that enable them to mimic legitimate emails by impersonating a 

CEO, financial executive or consultant in close contact with the top executive office and 

luring employees into believing that it is an order from the executive office.  
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The aviation sector is vulnerable to potential insider threats  

No organization is immune to insider threats, including the aviation sector. 

Organizations’ security mechanisms often fail to prevent insider attacks as insiders use 

their legitimate IT access to conduct malicious activities. 

 

As physical access to systems may facilitate breaches, it is vital to pay close attention 

to systems and data that are isolated from the Internet.  
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Cyber espionage 

The threat from cyber espionage against the aviation sector is VERY HIGH.  

 

CFCS assesses that in recent years, the aviation sector abroad has seen an increase in 

cyber espionage activity. Foreign states have conducted attacks against different types 

of organizations in the aviation sector. The Danish aviation sector will highly likely also 

be exposed to attack attempts. CFCS assess that foreign states have a particular 

interest, for instance, in public authorities within the sector. 

 

Espionage against the Danish transport sector may be motivated by security political 

interests. The transport sector is part of the Danish critical infrastructure, and foreign 

states may thus have an interest in increasing their knowledge of capabilities and 

detecting vulnerabilities in the Danish aviation sector, for instance, in the event of a 

potential military conflict. Information collection on critical infrastructure may be used 

to launch destructive cyber attacks or physical attacks against the aviation sector.  

 

State-sponsored hackers have shown interest in technology that may help advance 

their national aviation sector. Some state-sponsored actors with significant capacities 

have shown a strong interest in technology that can be used in both civilian and 

military aviation as well as aerospace. Consequently, aircraft manufacturers and their 

subcontractors are also main targets of cyber espionage.  

 

It is likely that a targeted, state-sponsored cyber espionage campaign against aircraft 

manufacturers and subcontractors abroad helped China acquire data required to 

design and build the engine of its C919 passenger airliner. 

 

Also, state-sponsored actors have shown an interest in the aviation sector more 

broadly. A case in point is the November 2016 cyber attack against the UN aviation 

organization ICAO. A state-sponsored actor inserted malicious code into articles posted 

on ICAO’s website, likely in an attempt to gain further access to other parts of the 

aviation sector. 

 

CFCS knows of an older example involving state-sponsored actors compromising a 

Danish organization in the aviation sector.  

 

Airline companies also face the threat of cyber espionage. State-sponsored actors have 

shown an interest in exploiting personal data, likely in an attempt to map travel 

patterns of certain individuals and organizations.  

 

Organizations in the Danish aviation sector may also fall victim to cyber espionage 

conducted through suppliers, such as software suppliers. In 2021, thousands of 

organizations fell victim to the SolarWinds attack, including SAS Airline. Hackers had 

covertly inserted a backdoor on SAS’ systems, although the company publicly stated 

that it had not detected any signs of backdoor exploitation. 
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Cyber activism 

The threat from cyber activism against the Danish aviation sector is MEDIUM. As a 

result, it is possible that the Danish aviation sector will become the target of activist 

cyber attacks within the next two years.    

 

The CFCS has raised the threat level in response to activist cyber attacks against 

European NATO countries triggered by the war in Ukraine. Though there has been a 

global drop in the number of activist cyber attacks in recent years, the Russian 

invasion of Ukraine has generated major attention in some segments of the activist 

community. While in the early stages of the war, cyber activist attacks were directly 

related to the invasion of Ukraine, focusing narrowly on Russia, Ukraine and Belarus, 

they now also target Western NATO countries, with cyber activists alleging DDoS 

attacks against airports in countries such as Germany, the United Kingdom, and 

Poland. The high level of activity among pro-Russian cyber activists has resulted in an 

increase in the threat of cyber activist attacks against Denmark, including the aviation 

sector.  

 

The CFCS has raised the threat level of cyber activism in response to specific activities 

conducted by pro-Russian cyber activists in connection with the war in Ukraine. As the 

threat may change again with little warning depending on the development of the war, 

additional adjustments to the threat level may become relevant.  

 

As cyber activism is typically ideologically or politically motivated, cyber activists often 

target individuals or organizations that are perceived as opponents to the activist 

cause. Activism against aviation is a suitable tool to generate attention around cyber 

activist messages as it reaches a wide audience. For instance, cyber activists can 

garner massive attention to their cause by attacking airport websites, as such sites 

typically have many visitors. Also, airport information boards make for interesting 

targets, as they provide highly visible platforms for spreading activist messages.  

 

Cyber activists also attack public authorities and private companies that they perceive 

as symbolic targets, even in the instances where the victims have no direct 

involvement in the issues on the activist agenda. However, the attacks may also be 

random in the sense that hackers look to exploit any entry points or vulnerabilities 

they come across.  

 

Website defacement is a type of attack which changes the visual appearance of a 

website, for instance allowing the attacker to replace the content with their own 

text or images on the front page of the website. 

 

The aviation sector is, for one thing, an attractive target for activists engaged in 

climate issues. As an example, the climate activist group ”Heathrow Pause” threated to 

disrupt air traffic in the London Heathrow Airport in September 2019. 

 



 

11 

DDoS attacks 

DDoS (Distributed Denial of Service) is an overload attack in which hackers exploit 

compromised computers to generate overwhelming amounts of data traffic against a 

website (webserver) or a network, preventing regular traffic on the websites or 

network as long as the attack is ongoing.   

  

The aviation sector is no stranger to DDoS attacks which were a persistent cyber  

threat even before the war in Ukraine and have grown increasingly prevalent ever 

since. As an example, the LOT Polish Airlines’ base at Warsaw Airport was the target of 

a DDoS attack as early as in 2015, resulting in some 1,400 passengers being 

temporarily stranded at the airport.  
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Destructive cyber attacks 

The threat from destructive cyber attacks against the Danish aviation sector is LOW.  
 

As a result, it is less likely that the aviation sector will become target of destructive 

cyber attack attempts within the next two years.  

 

However, the threat may increase in connection with a heightened political or military 

conflict.  

 

A case in point was the NATO Trident Juncture exercise in October-November 2018, 

when areas in northern Norway were exposed to electronic attacks in the form of GPS 

jamming that ultimately disrupted the civil air traffic. Even though GPS jamming is an 

electronic attack – and not a cyber attack per se – CFCS assesses that the threat of 

destructive cyber attacks may increase in connection with a conflict. 

 

A number of countries have cyber attack capacities that could be used destructively 

against critical infrastructure such as the aviation sector. Destructive cyber attacks are 

defined as attacks that could potentially result in death, personal injury, property 

damage, and/or destruction or manipulation of information, data or software, 

rendering them unfit for use unless extensive restoration is undertaken. 

 

It is possible that the Danish transport sector may be affected by destructive cyber 

attacks against targets abroad. The aviation sector abroad has fallen victim to 

destructive cyber attacks that caused minor disruptions affecting the availability of the 

sector. In June 2017, several aviation companies abroad were affected by the 

NotPetya attack, which was a destructive cyber attack disguised as a ransomware 

attack. In Ukraine, two airports were affected by the attack.  
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Cyber terrorism 

The threat from cyber terrorism against the Danish aviation sector is NONE.  

 

This means that it is highly unlikely that the Danish aviation sector will become target 

of cyber terrorism attempts within the next two years. CFCS defines cyber terrorism as 

cyber attacks aimed at creating effects similar to those of conventional terrorism, 

including cyber attacks causing physical harm, property damage or major disruptions 

of critical infrastructure. 

 

Cyber attacks of such serious magnitude presuppose technical skills and organizational 

resources that militant extremists currently do not possess and also, their intent is 

very limited.  
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Threat levels  

The Danish Defence Intelligence Service (DDIS) uses the following threat levels, 

ranging from none to very high. 

 

NONE 

No indications of a threat. No acknowledged capacity or intent 

to carry out attacks. Attacks/harmful activities are highly 

unlikely. 

LOW 
A potential threat exists. Limited capacity and/or intent to 

carry out attacks. Attacks/harmful activities are less likely. 

MEDIUM 
A general threat exists. Capacity and/or intent to attack and 

possible planning. Attacks/harmful activities are possible. 

HIGH 
An acknowledged threat exists. Capacity and intent to carry 

out attacks and planning. Attacks/harmful activities are likely. 

VERY HIGH 

A specific threat exists. Capacity, intent to attack, planning 

and possible execution. Attacks/harmful activities are highly 

likely. 
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Additional relevant publications  

The Centre for Cyber Security (CFCS) continuously publishes guidance and threat 

assessments. Highlighted below are a number of publications of particular relevance to 

the Danish aviation sector. All publications are available on CFCS’ website.   

 

The cyber threat from intentional and unintentional insiders  

CFCS has prepared the threat assessment ’The Cyber Threat from Intentional and 

Unintentional Insiders’ in cooperation with the Danish Intelligence and Security 

Service (PET). The threat assessment addresses the cyber threat and presents 

recommendations for preventive measures. Read the assessment here:  

   

The threat from cyber attacks against suppliers 

The threat assessment ”Cyber Attacks against Suppliers” focuses on the cyber 

threat against suppliers and the supply chain. Read the assessment here:  

 

Guide on managing supplier relations 

The guide ”Informationssikkerhed i leverandørforhold” (only available in Danish) 

contains a set of recommendations on how to manage the relationship between 

organizations and suppliers. Read the guide here:      

 

The cyber threat from phishing emails  

The threat assessment ”The Cyber Threat from Phishing Emails” gives a detailed 

outline on how hackers attempt to use phishing and spear phishing emails to exploit 

companies or trick them into passing on sensitive information. Read the assessment 

here:  

 

Guide on how to counter phishing  

The Guide ”Reducer risikoen for falske mails” (only available in Danish) is intended 

for executives, and it presents a series of concrete recommendations that contribute 

to organizations’ efforts to protect against and counter phishing attacks. Read the 

guide here:  

 

Cooperation between cyber criminals 

The threat assessment ”Do Cyber Criminals Dream of Trusting Relationships?” 

describes how established cooperation relationships, division of labour and exchange 

of services inside the criminal environment contribute to creating a very high threat 

of cyber crime, in general, and targeted ransomware attacks, in particular. Read the 

assessment here:  

 

The threat from targeted ransomware attacks  

The threat assessment ”Criminals Tighten the Digital Thumbscrew” describes the 

threat of targeted ransomware attacks that may potentially have serious 

repercussions for an organization. Read the assessment here:  

 

Guide to counter ransomware attacks  

The guide “Reducer risikoen for ransomware” (only available in Danish) presents a 

number of recommendations that organizations may follow to reduce the risk of 

ransomware attacks. Also, the guide provides recommendations on how to handle a 

ransomware attack once an organization has been hit. Read the guide here:  
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The anatomy of targeted ransomware attacks 

The investigation report “The Anatomy of Targeted Ransomware Attacks” outlines 

how a typical targeted ransomware attack plays out and presents specific 

recommendations for protective measures. Read the report here:      

 

Cyber attacks against HR departments  

The threat assessment ”HR Departments are also Hit by Targeted Cyber Attacks” 

highlights how hackers attempt to use HR departments as an easy entry point to 

compromise organizations. The assessment also comprises recommendations on 

how organizations can provide support to their HR departments, including both 

technical measures and awareness. Read the assessment here:  
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